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David M Griffiths

Biography
In 1972, | finished my chemistry Ph.D. at Nottingham University and joined Price
Waterhouse as a trainee accountant.

| qualified in 1976 and moved to the internal audit department of the Boots Company
PLC, a retail chemists and healthcare company (£5bn turnover), before assisting in
the introduction of inflation accounting.

| returned to be manager of the internal audit department a year later, in charge of 12
staff. Promotion to Head of Pharmaceutical Accounting Services followed, where |
was responsible for 100 staff in payroll, fixed assets, accounts payable and accounts
receivable departments.

Following the reorganisation of Accounting Services, | returned to internal audit, as
Internal Audit Manager. During the last few years, | introduced risk based auditing
into the department, using a database at its core similar to the Excel spreadsheet
used on the website. This methodology was used for most audits, including computer
and systems development audits.

| have now retired and am spending my spare time as a trustee for an almshouse
charity and trying to keep my web site maintained! | was a member of the Institute of
Internal Auditors (U.K.) Technical Development Committee and was involved in the
writing of the Guidance Note on implementing RBIA. The views expressed in this
book, and on the web site, are my own and are not endorsed by the Institute.

| have written a website on managing information (http://www.managing-
information.org.uk/) and an article on auditing information for www.itaudit.org.
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RBIA - Introduction

Introduction

Welcome to risk based internal auditing (RBIA). I've been in and around internal audit
for 30 years and the aim of this introduction and the associated audit manuals is to
pass on some of my ideas and experience.

| won't claim that my ideas are shockingly original, indeed most are built on accepted
thinking and practices. Thanks are due to my colleagues in the Boots Group and
contacts gained from the IIA-UK and Ireland for their help and advice — but the views
expressed are my own. My aim in this book is to simplify some of the principles in
internal auditing and make them consistent, based on risk.

This book builds on these principles to consider why internal auditing can be of
benefit to an organisation and then details how, using risk-based methods, it can
deliver this benefit.

This introduction is aimed at anyone interested in internal auditing, from Audit
Committee members to students. It is split into chapters. The first two deal with the
principles of internal auditing and should be of interest to all readers. The remaining
chapters show how to introduce risk based internal auditing into an organisation and
are more suited to readers who have some experience of internal auditing. Chapter
nine provides links to useful web sites and should be of interest to all.

Internal auditing is related to both corporate governance and risk management.
Corporate governance includes internal auditing and | have not covered other
aspects of it in this book. | have covered risk management, but only as it affects
internal auditing. The last chapter provides links that will give more information on
these topics.

I should mention that this book discusses the objectives of internal auditing as a
‘process’ within an organisation, and not the objectives of an internal audit activity
(internal audit department). Hopefully, the primary objective of an internal audit
activity will be to achieve the objectives of internal auditing, but other aims may also
involve documenting controls, stock counting, providing staff on secondment, routine
branch audits and efficiency audits.

This book, with its related web site and audit manuals are my view of risk based
internal auditing. They are not meant to represent ‘best practice’ but to be thought
provoking. This book is not intended to be a lengthy, well-researched academic
treatise, but a simple introduction. I've therefore used an informal, as opposed to an
academic, style. I'll leave you to judge whether this works. | have written another
book (available on www.internalaudit.biz) on the implementation of RBIA that is more
formal and expresses more of a mainstream view, but not completely.

Finally, this book is copyright. | don’t mind you using parts of it, provided you quote
this source. It should not be used to promote any product or service, without my
permission. | do mind you making money out of it, unless | get some!

Many thanks and happy reading...
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1 Why does internal auditing exist?

1.1 What’s its main aim?

Well, the main aim of any activity in an organisation should be to achieve the
objectives of the organisation itself. Thus:

The main aim of internal auditing is to assist the organisation to achieve
its objectives.

So if the organisation’s objective is to ‘add shareholder value’ then that is the aim of
internal auditing. If it is to ‘Relieve famine in central Africa’, then that is what internal
auditors should be doing. Seems obvious, but it’s worth making the point that internal
auditing is not special. It should be able to justify its existence just like any other
process in the organisation.

There is an assumption, hopefully justified, that the objectives of any organisation
would include the requirement to obey applicable laws and regulations.

So how do internal auditors justify their salary? Let’'s go back to the objectives of the
organisation. The achievement of these objectives is hindered by risks. Risks are
what internal auditing is all about.

1.2 So we’ve got risks?
What is a risk? My definition:

A risk is a set of circumstances that hinder the achievement of
objectives.

So, if our objective is to provide famine relief in central Africa, circumstances
hindering this objective might be that we had no drivers for the lorries which transport
the food.

An alternative way of defining risk is in terms of the chance of the risk occurring and
its impact. For example, the ISO (International Standards Organisation) defines a risk
as ‘the combination of the probability of an event and its consequences’ (ISO/IEC
Guide 73). | prefer my definition, since the ISO one is not much help if we’re trying to
feed the starving with no food.

My definition also requires the existence of objectives. If we don’t have any
objectives — we don’t have any risks. It also results in an interesting observation: that
the same set of circumstances can be an opportunity, or a risk, depending on our
objectives.

For example: take a farmer with land near the River Nile and a Curator managing a
nearby museum. One objective of the farmer is to work fertile land, helped by the
annual flood, which deposits river silt. One objective of the Curator is to keep the
exhibits in his museum safe. The flooding of the Nile is therefore a risk to the curator,
but an opportunity for the farmer. So if you don’t know your objectives, you aren'’t
going to get far in managing your risks.

1.3 How do we manage risks?

There are a number of ways the organisation can manage risks to bring them to a
level which the board consider acceptable:

 Avoid the risks, for example not starting up a business selling innovative
products or closing a factory making dangerous chemicals. This may mean
giving up significant opportunities. This process is known as ‘termination’.

©David M Griffiths 30 January 2006 2
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» Transfer them, the best example being insurance.

« Tolerate them, without planning any contingencies. These are the ‘asteroid hits
earth’ type of risk. This does not mean that no-one will address this risk —
governments may decide to try and deflect asteroids using nuclear missiles.

» Tolerate them, and plan contingencies. These are the ‘hurricane destroys
factory’ type of risk.

« Introduce some processes to reduce the consequence or likelihood of a risk.
These processes are usually referred to as ‘controls’ and include everything
from having a clear strategy to installing a fire alarm. This method of
management is known as ‘treatment’.

However, we will define any process which manages risk in one of the above ways
as an ‘internal control’. Thus:

An internal control is a process which manages a risk.

This use of the phrase ‘internal controls’ is consistent with that used by the UK
Treasury in its book ‘The management of risk — principles and concepts’. Also known
as the ‘Orange Book'’. It's well worth reading (see chapter 9).

| don’t like the phrase ‘internal controls’ as it is used traditionally by accountants and
auditors to describe controls in financial systems. Finding lorry drivers reduces a risk
but doesn’t really fit the description of an ‘internal control’. However, we've got the
phrase, so let’s stick with it.

It's often said that’s risks are not always unwanted. For example, launching a new
product is considered as a risk, although not an unwanted one. | don’t agree,
launching a new product is a process with risks threatening its success. That doesn’t
mean we don’t launch the product; it does mean we aim to reduce the risks to levels
we can accept, which would at least be to a level where we can reasonably expect
the product to make a profit! So we should aim at managing all risks. Ideally, we
should try and quantify risks threatening projects, for example by using financial risk
modelling. In this way the risks can be compared with the potential benefits.

Risks are also a fact of life. Some managers would like to remove them completely,
but this is impossible without closing down the entire organisation (which also
presents risks). So they need to be managed by internal controls.

There’s an important point about controls: controls are a response to risk. No risk,
then you don’t need a control. In other words, controls are part of an organisation’s
risk management framework, not the other way round.

1.4 Who’s responsible for risks?

So, our objectives are threatened by risks, which demand a response to avoid them,
accept them, transfer them or treat them. Who’s responsible for ensuring that the
response is appropriate to manage risks to a level that our controlling board can
accept?

The various rules and regulations (more on these later) make it clear — the
management of an organisation are responsible for:

* Identifying what risks exist.
* Assessing the risks.
« Ensuring that there is an appropriate response to all risks.

« Informing the board about risks which are outside acceptable levels (usually
those which are to be tolerated or taken for the potential benefits)

©David M Griffiths 30 January 2006 3
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» Assuring the organisation’s executive that it is monitoring the system of internal
control which brings the remaining risks to within acceptable levels.

1.5 Where does internal auditing fit in?

Just as external auditors independently report on an organisation’s accounts, so the
internal audit activity independently reports that internal controls are operating
properly. Recent financial scandals have reinforced the need for this type of
independent opinion.

So what is the purpose of internal auditing? It is frequently phrased in terms like, “to
ensure proper internal controls exist”. The problem with this statement is that it gives
the impression that internal auditing is only concerned with financial controls. Also,
managers frequently consider controls to be the responsibility of accountants and
auditors, and are not therefore prepared to accept ownership of them.

Managers, however, can see how risks directly affect them and are more likely to
accept that it is their responsibility to manage them. In addition, since the internal
controls necessary depend on the risks identified, a better definition of internal
auditing involves risks. My own definition is:

Internal auditing provides an independent and objective opinion to an
organisation’s management as to whether its risks are being managed
to acceptable levels.

Let’s look at this definition in detail:

Independent: the function carrying out the internal auditing activity should be
outside the normal management hierarchy, ideally responsible to a board
executive, or similar, with a strong reporting line to the chairman of the audit
committee. (My experience has shown that internal auditors are welcomed into
departments since they don’t have a ‘political axe to grind’.) The Institute of
Internal Auditors (U.K.) has issued a Professional Issues Bulletin on
independence and objectivity (chapter 9 for a link).

Objective: objectivity is a state of mind; it doesn’t depend on your boss. Opinions
should be based on verifiable facts, viewed without bias.

Opinion: This is the keyword in the definition. The objective of the internal
auditing is all about telling management, and through them the stakeholders,
whether risks are being managed. The word ‘assurance’ is often used but it
doesn'’t allow for the circumstances where assurance can’t be given. An opinion
can be good or bad.

Organisation: A group of people, with supporting assets, that are accountable to
stakeholders. For example, external parties, such as shareholders, governments
and trustees; or owners, such as partners and shareholders in a ‘private’
company. Such an organisation will normally have to prepare financial, and
other, statements for these ‘stakeholders’.

Management: The group of people accountable for these statements and for the
proper operation of the organisation. | had thought of substituting ‘stakeholders’
for ‘management’, but the various rules (see chapter 2) are quite clear -
management is responsible for making sure risks are managed, and reports go
to this group. In public companies, ‘management’ is now being specified as the
audit committee.

Managed: Risks are managed by using the response processes we have
considered: terminate, transfer, tolerate, treat.

©David M Griffiths 30 January 2006 4



RBIA — Why does internal auditing exist?

Acceptable: This means that the response processes are managing risks to a
level that management consider reasonable. This level is known as the ‘risk
appetite’ of the organisation. Thus internal auditors have to understand this risk
appetite, against which the significance of risks can then be measured. It also
implies that, when management is assuring the board that it is controlling risks,
the risk appetite must be understood by all. It is the board which defines the risk
appetite, and which the internal audit activity must accept, even if it considers it
is set too high or low. However, the board has a responsibility to its stakeholders
and probably has to comply with legislation that requires it to maintain a proper
system of internal control.

1.6 Where does ‘risk management’ fit in?

Now this is where the fun starts. What is risk management and what responsibility
does the internal audit activity have? Let’s start with some certainties:

* Managers own risks and it is their responsibility to control them.

« Internal auditing provides an opinion, to management, as to whether risks are
properly controlled.

‘Risk management’ is a term widely used, and ‘Risk Manager’ jobs exist in
organisations. Theoretically, since managers own risks, they must ‘manage’ them.
That accountability cannot be passed to a third party. In practice, risk managers tend
to have responsibilities between managers and the internal audit activity, assisting
the organisation to identify its risks, running risk workshops, coaching staff in risk
management and setting ‘best practice standards’.

Internal audit activities may be asked to provide advice, and more, on risk
management. An Institute of Internal Auditors (U.K.) publication (chapter 9) provides
guidance as to how involved they should become.

Based on this, my advice to internal auditors would be to give as much assistance as
you like provided:

* It doesn’t compromise your independence and objectivity.

» The resources required don’t hinder you from achieving your main objective of
meeting your audit committee’s targets .

* Managers don’t come to regard you as the risk owner. You're providing an
opinion to them, not the other way round.

My own experience has shown that, if risk managers exist, the responsibilities of
internal audit and risk management must be clearly defined and communicated within
the organisation. Ideally both functions should report to different senior managers or
directors to reinforce the distinction.

Chapter 9 provides links to useful sites on risk management. | would also
recommend the UK Treasury’s ‘Orange Book’, which can be downloaded free.

1.7 Summary

So my current definitions may be summarised:
* Risks hinder objectives.
« Internal controls manage risks.

« Internal auditing provides opinions about whether internal controls are
managing risks to acceptable levels.
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As you will see when you look at chapter 9 (Useful information) these are not
standard definitions, although they do not contradict current thought. | prefer them
because:

* They are simple

» They provide a clear trail from an organisation’s objectives to all the internal
controls it requires, and to the purpose of internal auditing. (Appendix A shows
this relationship)

©David M Griffiths 30 January 2006 6
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2 Does it have to exist?

2.1 Who says so?

Over the past few years there have been major company failures due to financial
irregularities. This has inevitably led to several countries introducing regulations to
tighten internal controls within companies. The primary regulations in the U.K. come
from the London Stock Exchange Combined Code, backed up by the Turnbull
Committee guidance. In the U.S., the Sarbanes-Oxley act is the legislation,
supported by standards form the Public Company Accounting Oversight Board
(PCAOB). See chapter 9 for their web addresses.

One area of business that is subject to special regulations is banking and finance.
While risk based internal auditing is relevant to this area, it has additional
requirements that | am not covering in this book.

2.2 London Stock Exchange

The London Stock Exchange (LSE) has published the ‘Combined Code’, which is
appended to, but not part of, the LSE rules.

This was revised in July 2003, and incorporates two principles directly relevant to
internal auditing:

Principle C2: The board should maintain a sound system of internal control to
safeguard shareholders’ investment and the company’s assets.

Principle C3: The board should establish formal and transparent
arrangements for considering how they should apply the financial reporting
and internal control principles and for maintaining an appropriate relationship
with the company’s auditors.

Both principles have further explanations under Code provisions. That for C2 is:

C.2.1: The board should, at least annually, conduct a review of the
effectiveness of the group’s system of internal controls and should report to
shareholders that they have done so. The review should cover all material
controls, including financial, operational and compliance controls and risk
management systems.

There are 7 provisions for C3. Provision C3.2 outlines some of the responsibilities
expected of an audit committee, which include:

» To review the company’s internal financial controls and, unless expressly
addressed by a separate board risk committee composed of independent
directors, or by the board itself, to review the company’s internal control and
risk management systems.

« To monitor and review the effectiveness of the company’s internal audit
function.

Further guidance for C2 is provided by the Turnbull guidance and for C3 by the Smith
guidance. More details on these are in the next sections.

Although the Combined Code is strictly relevant to UK listed companies, the
principles and guidance notes are useful to any internal audit activity, and are worth
reading. Links are in chapter 9. Its weak point is that it doesn’t require the directors to
report on the contents of the review of controls, only that a review has been carried
out.

©David M Griffiths 30 January 2006 7
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2.3 The Turnbull Guidance

When the Combined Code was originally published, the Institute of Chartered
Accountants in England and Wales agreed with the Stock Exchange that it would
provide guidance in implementing the code. The result was ‘Internal Control:
Guidance for Directors on the Combined Code’, published by a working party chaired
by Nigel Turnbull and therefore referred to as the “Turnbull Guidance'. Itis a
relatively short (14 pages) document that should be read in full if you are a UK
internal auditor. The Turnbull guidance was reviewed in 2005 and the important
principles it sets down are:

« The board of directors is responsible for the company’s system of internal
control. It should set policies, and ensure internal controls manage risks (para.
15).

* Itis the role of management to implement the board policies. it should identify
and evaluate the risks faced by the company and design, operate and monitor
a suitable system of internal control (para. 17 also para. 8).

» Reviewing the effectiveness of internal control is an essential part of the board’s
responsibilities (para. 24). (This applies to companies, but could equally apply
to the trustees of a charity, or the governing body of a university).

» All employees have some responsibility for internal control as part of their
accountability for achieving objectives (para. 18). (This supports my definitions,
as it connects internal controls with objectives).

* The board should discharge its responsibilities by:
» Receiving and reviewing reports on internal control (para. 26).
* Undertaking an annual assessment on internal control.

« Internal controls should include all types of controls including those of an
operational and compliance nature, as well as internal financial control (para.
12). (So my finding lorry drivers is OK then).

» Support for the board’s statement should be appropriately documented (para.
26). (So write it down!).

| believe that the application of the Turnbull Guidance is universal, that is to all
organisations and in every country. It clearly establishes the Board’s responsibility for
enterprise risk management (although it doesn’t use that phrase), management’s
responsibility for managing risks and reporting on the effectiveness of controls to the
board. Although it doesn’t state the need for an internal audit department, the Smith
guidance (below) effectively requires one. It therefore clearly establishes the
requirement, in UK quoted companies, for risk based internal auditing.

The Financial Reporting Council website has full details of the Guidelines (see
chapter 9).

2.4 The Smith Guidance

This guidance, like that of Turnbull, is also part of the Combined Code and provides
advice on the role and responsibilities of audit committees.

The paragraphs relevant to internal auditing are 4.5t0 4.7 and 4.9 to 4.12:

4.5. The audit committee should review the company’s internal financial controls (that
is, the systems established to identify, assess, manage and monitor financial risks);
and unless expressly addressed by a separate board risk committee comprised of
independent directors or by the board itself, the company’s internal control and risk
management systems.

©David M Griffiths 30 January 2006 8
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4.6. The company’s management is responsible for the identification, assessment,
management and monitoring of risk, for developing, operating and monitoring the
system of internal control and for providing assurance to the board that it has done
so. Except where the board or a risk committee is expressly responsible for reviewing
the effectiveness of the internal control and risk management systems, the audit
committee should receive reports from management on the effectiveness of the
systems they have established and the conclusions of any testing carried out by
internal and external auditors.

4.7. Except to the extent that this is expressly dealt with by the board or risk
committee, the audit committee should review and approve the statements included
in the annual report in relation to internal control and the management of risk.

These paragraphs allow an unscrupulous board to restrict to responsibility of an
independent board committee to financial controls only. Since the audit committee
oversees the work of the internal audit activity, its responsibilities could similarly be
restricted, preventing it from considering all significant risks to the company. | still
believe the audit committee should review all the company’s internal controls, with no
opportunity for other committees to take responsibility for the non-financial risks.

Paragraph 4.9 requires the audit committee ‘to monitor and review the effectiveness
of the company’s internal control function’. Paras. 4.10 to 4.12 provide advice as to
how ‘effectiveness’ might be judged, which includes adherence to the IIA standards
(see 4.10). Paragraph 4.12 also notes requires the audit committee to ‘monitor and
assess the role and effectiveness of the internal audit function in the overall context
of the company’s risk management system’. Another clear link between risks and
internal audit.

One further responsibility, especially bearing in mind the requirement in the US for
external auditors to report on the ‘effectiveness of the internal control structure’,
(Sabanes-Oxley Act below), is 4.35: ‘Obtain feedback about the conduct of the
[external] audit from key people involved, e.g. the finance director and the head of
internal audit’.

Internal auditing is beginning to gain its rightful place!
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2.5 Sarbanes-Oxley

This is a U.S.act, much of it being devoted to the setting up of a Public Company
Accounting Oversight Board (PCAOB) and its responsibilities. The main impact of the
act for internal auditors is contained in S302 and S404. S404 states:

» Companies are required to state the responsibility of management for
establishing and maintaining an adequate internal control structure and
procedures for financial reporting

» Management is required to prepare a report annually on the effectiveness of the
company’s system of internal control as it relates to financial reporting.

« The company’s external auditor must report on the reliability of management’s
assessment of internal control.

¢ The internal control report must:

« State the responsibility of management for establishing and maintaining an
adequate internal control structure and procedures for financial reporting.

« Contain an assessment, as of the end of the most recent fiscal year of the
issuer, of the effectiveness of the internal control structure and procedures
of the issuer for financial reporting.

« With respect to the internal control assessment required by this section, each
registered public accounting firm that prepares or issues the audit report for a
company shall attest to and report on, the assessment made by the
management of that company.

Sections 103(a)(2)(A) and 404(b) of the Act direct the PCAOB to establish
professional standards governing the independent auditor's attestation and reporting
on management's assessment of the effectiveness of internal control over financial
reporting.

It seems to me, after a rather superficial look at the act, that it concerns management
and external auditors only and that the internal audit activity is unaffected, as far as
its responsibility for internal auditing is concerned. After all, the IIA hasn’t changed its
definition of internal auditing as a result of ‘SOX’. If only life were so simple. Because
the internal audit activity are the experts on financial controls they have been
recruited to carry out much of the documentation and other tasks required by SOx,
thus reducing the time available to address the really big risks.

Unlike the Turnbull Guidance, SOx doesn’t set down wide-ranging principles but
introduces tougher regulations for financial reporting. | have a suspicion however that
more money is lost by companies and their shareholders though the bad decisions of
boards (that is, their failure to manage risks) than through inaccurate financial
accounts.

2.6 PCAOB standards

The PCAOB issued Auditing Standard No. 2 on March 9, 2004. Its subject is, ‘An
audit of Internal Control Over Financial Reporting Performed in Conjunction with an
Audit of Financial Statements’. It's a long title for a long document (211 pages — link
in chapter 9).

The standards are intended for external auditors and internal audit features mainly in
the section: ‘Using the work of others’ (paragraphs 108 to 126). Paragraph 128 notes
the need for the external auditor to review reports issued by internal audit, where
they relate to financial controls. If an internal audit function is ineffective a significant
deficiency could result (paragraph 140).
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The ‘Key Provisions’, section 7 notes; “This considerable flexibility in using the work
of others should translate into a strong encouragement for companies to develop
high-quality internal audit, compliance, and other such functions. The more highly
competent and objective these functions are, and the more thorough their testing, the
more the auditor will be able to use their work.”

The standards seem to expect external (independent) auditors to report on the
reliability of management’s assessment by carrying out in-depth testing.

I’m unclear on the role of the internal audit activity. It could be used

» To assist management in their assessment of the effectiveness of internal
controls over financial reporting

* To report on management’s assessment, and hope that this will reduce the
work the independent auditor has to do, and therefore charge for.

In either case, the work of the internal auditor will have to be to the same, or higher,
standard as the independent auditors, in order to reduce their work to the minimum. It
will also have to follow the IIA Professional Practices Framework.

But what about risk based internal auditing? Many risks which threaten the objectives
of companies are far greater than even material financial reporting risks. For
example, loss of a warehouse as a result of fire could put a company out of business
far quicker than an incorrect stock calculation, even if material. The risk based
internal auditor will need to include the risks of material errors in financial reports
alongside other risks and agree with the audit committee the priority of work.

I’'m still unhappy with the fundamental concept which requires that management and
the ‘independent’ auditors carry out more work to comply with more standards, when
they couldn’t comply with the previous standards. Yet the internal audit activity, which
is the only group of people to come out of recent financial scandals with any
credibility, are still not given sufficient prominence. | would like to see internal
auditors given the right to audit the work of the ‘independent’ auditors and report their
conclusions to the audit committee and PCAOB. The irony is that the standard does
require the external auditor to give an opinion on the internal financial controls, which
is not required by the London Stock Exchange’s Combined Code which, in other
respects | consider is the better standard.

2.7 Institute of Internal Auditors

The Institute’s ‘Professional Practices Framework’ consists of: a Code of Ethics and
standards; practice advisories; development and practice aids. Details of their site
are available in chapter 9.

Their definition of internal auditing (included in the Code of Ethics) is:

Internal auditing is an independent, objective assurance and consulting activity
designed to add value and improve an organization’s operations. It helps an
organization accomplish its objectives by bringing a systematic, disciplined approach
to evaluate and improve the effectiveness of risk management, control, and
governance processes.

| don't like this definition for several reasons:

« The first sentence places too much emphasis on ‘consulting’. If management
consider a primary objective of internal auditing to be consultancy there is the
danger that, if management consider they don’t need consultants, they also
decide they don’t need internal auditors!
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» The most important part of internal auditing, assurance, is not designed
primarily to add value by improving an organisation’s operations, but to assure
the management that these operations do not have unacceptable levels of risk,
and report where they do. For example, if consultants have just looked at the
operations of our accounts payable department, we can assume it’s efficient
and we cannot add further value. The definition above would imply we don’t
then need to audit it, yet we should audit it to provide assurance that the
consultants haven’t removed important controls! In this instance the IIA
definition could lead us to the wrong decision.

So how do we justify our existence if our primary aim is not to add value? Well,
we preserve value - and we provide the executive with a ‘Get out of jail free’
card.

« The definition doesn’t indicate who is assured by internal auditing.

» The second sentence could be applied to any part of the organisation, since
risk management is a line management responsibility.

| think I'll stick with my definition, until one which | like better comes along.

The U.K. IlA has published a guidance note, An approach to implementing Risk
Based Internal Auditing. See chapter 9 for the link.

The IlIA standards do mention risks:

Performance Standard 2010 - Planning - The chief audit executive should establish
risk-based plans to determine the priorities of the internal audit activity, consistent
with the organization's goals.

Implementation Standard 2010.A1 (Assurance Engagements) - The internal
audit activity's plan of engagements should be based on a risk assessment,
undertaken at least annually. The input of senior management and the board
should be considered in this process.

Implementation Standard 2010.C1 (Consulting Engagements) - The chief
audit executive should consider accepting proposed consulting engagements
based on the engagement's potential to improve management of risks, add
value, and improve the organization's operations. Those engagements that
have been accepted should be included in the plan.

Performance Standard 2200 - Engagement Planning - Internal auditors should
develop and record a plan for each engagement, including the scope, objectives,
timing and resource allocations.

Performance Standard 2201 - Planning Considerations - In planning the
engagement, internal auditors should consider:

« The objectives of the activity being reviewed and the means by which the
activity controls its performance.

» The significant risks to the activity, its objectives, resources, and operations and
the means by which the potential impact of risk is kept to an acceptable level.

» The adequacy and effectiveness of the activity’s risk management and control
systems compared to a relevant control framework or model.

» The opportunities for making significant improvements to the activity’s risk
management and control systems.

There doesn’t seem to be much further guidance from the IIA in the US as to how to
implement an auditing methodology centred on risks. Perhaps that’s why many
auditors still rely on audit programmes.
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2.8 Management

Does internal auditing have to exist for management? What do they want from the
process? In 2003 Deloitte & Touche and the Institute of Internal Auditors — UK and
Ireland (llA) carried out a survey to answer this question. The main conclusion was:

“Both board directors and heads of internal audit agree that the biggest ways that
internal audit adds value are providing assurance that the main business risks are
being managed and providing assurance that the general internal control framework
is operating efficiently” (Chapter 9 for details).

2.9 Summary

Does internal auditing have to exist? In the UK, for listed companies, national
government departments, local government and the National Health Service the
answer is ‘yes’. In all cases it is required to report on the effectiveness of internal
controls in managing the organisation’s risks.

Risk based internal auditing is the methodology which delivers that
requirement. The rest of this introduction shows one way in which the methodology
can be put into practice.
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3 How does internal auditing find the risks?

3.1 The role of internal audit
We've learnt that:

Internal auditing provides an independent and objective opinion to an
organisation’s management as to whether its risks are being managed to
acceptable levels.

Which can also serve as the definition of risk based internal auditing!

It is management’s responsibility to identify, assess and manage risks, so where
does the internal audit activity fit in? It doesn’t, since it's management’s responsibility
to pass over a list of risks to us, on which we can then base a plan of work (an audit
plan) to deliver the internal auditing objective above.

In the real world life isn’t so simple...

3.2 The role of management

In some organisations management will set up a framework to identify, assess and
manage risks, possibly appointing ‘risk mangers’ to do this. In other organisations,
the internal audit activity will be asked to help, and in the remainder not much will
happen at all. Guidance on the extent of the internal audit activities help is provided
in the lIA publication The role of Internal Audit in Enterprise-wide risk management.

The complete identification of risks, by management, is the most important
part of risk-based internal auditing, as well as being vital to the proper
operation of any organisation.

We’'ll assume that the internal audit activity is helping to identify and evaluate risks.
Since it is to use the risks identified, this has its advantages.

So how are we to help management in determining the organisation’s risks?

Well, we could rush off and collect risks from everyone, but there are two problems:
1. How do we know this will collect all the significant risks?
2. How do we drive out an audit plan from these risks?

So let’s stop and think. Before we start, why not try to anticipate what we would
expect to find as risks, and work through the process to an audit plan. Thinking
through the process beforehand will help us to focus our questions when we start
meeting people.

3.3 Finding and evaluating all the risks

3.3.1  Finding risks and controls - an example

Let’s take an example — a charity with the objective: ‘Relieve famine in central
Africa’. (I've chosen a charity as an example, in order to illustrate that we can use the
risk based audit approach for any organisation. | should state that | have no
experience of this type of charity!)

The significant ‘top level’ risks might be
1. No clear strategy as to how to achieve our objective.
2. Unable to predict where and when famines will occur.

3. Unable to obtain food.
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4. Unable to deliver the food to the starving.

5. Do not have the staff and systems to support the operation.

What internal control processes might we expect to manage these risks?
1. Written strategy approved by the trustees.
2. Reports from people in Africa.
3. Establish links with food aid providers.
4, Establish a supply chain involving ships and lorries.
5. Office staff supported by finance and communication systems.
These risks and controls can be arranged in a hierarchy (appendix B).

Nothing difficult so far — but we can’t really drive manageable audits out of these
risks. For example, an audit of the supply chain might involve everything from paying
for shipping grain, through making sure we had spare parts for our lorries, to
checking that bridges along the route would take the weight of these lorries.

3.3.2 Objectives and processes

So we need to break down the risks further. How? We’ve seen that risks hinder
objectives but an organisation’s objectives are delivered by processes, which may be
a straightforward task, such as loading goods on a lorry, or may be a reaction to a
risk, such as employing mechanics to stop lorries breaking down. The distinction is
not always clear, or important, at this stage.

It is sometimes easier to look at the risks which threaten processes which deliver the
objectives, rather than the objectives themselves. So, for example, let’s take the
supply chain process (4) and look at the risks which might hinder it.

Process: Establish a supply chain involving ships and lorries

Risks:
1. Unable to obtain space on ships.
2. Insufficient lorries to transport grain.
3. Lorries break down.
4, Insufficient drivers.
5. Roads are impassable.
6. Do not know where food is required most urgently.

Internal controls:
1. Determine shipping lines which serve the ports nearest to central Africa.
Buy lorries and/or identify other sources for lorries.
Maintain lorries, employ mechanics.
Employ drivers.

Identify all possible roads and identify those which are suitable, and when.

2B T o

Set up a system for receiving reports from food distribution points.
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We could carry on, as these control processes are hindered by risks and could be
further subdivided. So we have established a hierarchy, of which appendix B is a
part.

This method of looking at risks which hinder those processes which deliver objectives
has the advantage of establishing a structure for the risks, which makes it easier for
management to ensure the risks identified are complete and easier to structure the
audit work necessary to check the management of those risks. However:

» The underlying objectives of the organisation must not be forgotten

» The processes documented are those used to deliver these objectives NOT
the actual processes the organisation actually uses. There should be close
agreement, but the organisation may not be operating some processes
necessary (such as internal controls) or may be operating some processes
which are not necessary.

« Where risks are not being managed to acceptable levels, the underlying
objective, which may not be achieved, should be identified (more later).

3.3.3 The process map
However:
* There are many levels in the hierarchy, making it complicated.

» We are now in a position to identify audit topics and don’t need to go further - at
this stage. For example, one audit could provide assurance on the provision of
lorries and drivers to transport grain. (A single audit can provide an opinion as
to whether several risks are managed to an acceptable level.).

So how do we simplify the whole structure? Well by taking:
« The risk threatening a higher level process

» The internal control process which manages it

For
. . Lorries break
Risk example: down
4.3
l Maintain l
lorries Maintain
Internal Ieonl:lr[;?cfy’/
control mechanics

Fig. 1 Composition of a process

and summarising these as a process.

We can now simplify the hierarchy (appendix B) into a Process Map — see appendix
C. (It is useful to number each process as shown). The process map takes the
organisation’s primary objective and identifies the processes necessary to deliver it,
in ever increasing detail down to a level at which we wish to plan individual audits.
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The advantages of a process map are:

« It will incorporate all the logical processes required to achieve the organisation’s
objectives, after it has been agreed by management.

« It is independent of the departments and people in the organisation, and so,
when they change, we don’t have to change the map, only the owners of the
processes.

« ltis relatively easy to identify all the necessary processes required to achieve
the organisation’s objectives. By linking risks to these processes we can
therefore be reasonably sure that we have identified nearly all the significant
risks.

* We can compare our ‘logical’ processes to those actually in use to see if any
are missing, or are not required.

» By scoring (see later) the risks relating to each process, we can identify the
processes hindered by the most significant risks and audit these first.

* We can define audits in terms of the processes included in that audit. Thus
enabling us to easily identify our audit coverage.

Because we are talking about processes, it is vital at this point that we distinguish
between risk based internal auditing and systems (or processed) based auditing.

* Risk based internal auditing is driven by risks and reports whether these are
being managed. Processes are only used to help categorise a large number of
risks, and these processes should be ‘logical’ and not actual. If you have a risk
but can'’t allocate to a process, then think up a new process!

« Systems based internal auditing is driven by the actual systems in place and
controls are related to these. It assumes that the systems in place cover all
risks and frequently relies on ‘internal control questionnaires’, that is standard
documents used every time an audit is carried out. The danger of using these
programmes is set out in 7.8.2.

So we have now got a logical structure for our organisation, which will be used to
help management identify all significant risks. We now need a means of deciding the
significance of each risk, so:

* Management can decide how to manage them.

« We can target audits at those posing the greatest threat.
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3.3.4 The elements

There are two elements of a risk:
« The Consequence (also called impact) when a risk occurs.
» The Likelihood (also called probability) of the risk occurring.

The measure applied to each can be complex, but the following is relatively simple.
There are five levels applied to each element, defined as below:

If the consequence when the OR the likelihood of | Then the measure
risk occurs is: the risk occurring is: | is defined to be:
To close down the organisation, or | Almost certain Very high (5)

a significant part, for a very long

period

To prevent the organisation Probable High (4)

achieving a major part of its
objectives for a long time

To stop the organisation achieving | Possible Medium (3)
its some of its objectives for a

limited period

To cause inconvenience but not Unlikely

affecting the achievement of
significant objectives

To cause very minor Rare
inconvenience, not affecting the
achievement of objectives

If possible, it is useful to put values to the consequence score, for example, a cash
loss over £1m might be considered very high if it threatened the existence of the
organisation. However, don’t get carried away with a need for accuracy, remember
we only need an approximate value to determine where we audit.

Since we need to sort risks, it helps to attach numbers to the risk measure (for
example 4 for ‘High’). Consequence and likelihood can be multiplied together to give
a single measure of the significance of a risk, or a different combination can be used.
For example, take the risk that a lorry may break down. Assuming we have only
three, old lorries, the consequence could be medium (scores 3) but the likelihood
could be high (scores 4), giving a significance of 12.

3.3.5 Before or after internal controls?

Risks are ideally scored before and after taking account of the response which
manages the risk.

* Inherent (or gross or absolute) risk scores are measured by assessing the
consequence and likelihood of a risk occurring before any internal controls are
taken into account.

» Residual (or net or controlled) risk scores are measured by assessing the
consequence and likelihood of a risk occurring after any internal controls are
taken into account.
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In practice, it is relatively easy to measure inherent risks for new projects, since there
are no controls yet in place. However, for ongoing operations it is much more difficult.
Measuring the consequences is not too difficult, since most controls don’t reduce
these, but only the likelihood. But what'’s the likelihood of a risk occurring if we have
no controls — almost certain every time! It’s for this reason that, when carrying out
interviews, or a risk workshop, the best risks to measure are residual risk, since
people naturally assume controls to be in place.

The main danger, of course, is that there is an assumption that controls are present
and operating. Since it is the purpose of internal auditing to provide an opinion to
management as to whether these controls properly manage risks, the internal audit
plan should be chosen on the basis of inherent risk, not residual risk. So, there is no
real reason to determine the mitigating controls, and score the residual risk, since
this will be done as part of the audit. In practice it is better to do this because:

» The residual risk is the only measure we may have from risk workshops.

* It checks our scoring of the inherent risks. For example, a residual risk with an
consequence of high (4) cannot have an inherent score with a consequence of
medium (3) unless the internal control had actually increased the risk!

« The audits which may need high priority are those with a high residual risk —
since we know we have got problems in these processes.

3.4 Whatrisks are we prepared to accept?

We have talked about managing all risks to acceptable levels. Now we have scored
risks before and after internal controls we can begin to define the organisation’s ‘risk
appetite’.

One method of deciding which risks to accept is to place them on a grid of likelihood
and consequence (see below). This enables the board to define the action it requires
management to take for each likelihood/consequence combination. The boundary
between the acceptable risks and those which require managing is known as the ‘risk
appetite’. If inherent risks cannot be managed below this line by ‘treatment’ then they
will have to be terminated, transferred or tolerated.
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Consequence of risk

Unacceptable: Immediate action required to manage the risk
Issue: Action required to manage the risk

Supplementary issue: Action is advisable if resources are available
Acceptable: No action required

m = = m m m Risk appetite, as defined by the board

IR = Inherent Risk RR = Residual Risk

Fig.2 Grid showing the significance of risks

Note that the board have determined that a risk with catastrophic consequences and
rare likelihood requires action to manage it, even if it only has a score of five. Of
course that action may be to ‘tolerate’ the risk if it cannot be cost-effectively reduced.

The risk appetite could be set higher for different parts of the organisation, or for
development projects aimed at increasing the value of the organisation.

The diagram also shows the potential impact of internal controls in reducing an
unacceptable risk to an acceptable risk. Risk-based internal auditing is all about
providing an opinion as to whether these controls are managing risks to an
acceptable level.
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So now we can assign risks to a structure, measure them and assess their
significance’ let’s get out and find out what people think are the real, significant risks.

3.5 Finding the significant risks

3.5.1 Start at the top

Who knows the significant risks — the most significant people. That is, the board of a
company, the partners, the trustees of a charity or the Vice-chancellor and senate of
a university.

So you really have to start with them. How? Well the Institute of Chartered
Accountants in England and Wales has a useful booklet ‘Implementing Turnbull — a
boardroom briefing’ (chapter 9 for the link). | can’t add much to this document except
some practical advice (below) from colleagues who have worked with executives in
determining risks.

There are three basic methods of determining risks:
* Interviewing
* Risk workshops
* The accounts

If your organisation has a ‘Risk Management’ function, it is they who will probably be
involved in using these techniques.

3.5.2 Interviewing

The output from an interview is an individual’s view of the risks hindering the
organisation’s objectives. The advantages of an interview are:

« It's easier to arrange than trying to get a group of people together.

« People may be prepared to express their concerns, which they may not wish to
do in a meeting. This should give rise to a wider range of risks than from a
meeting.

The disadvantages are:
» The wide range of risks will be more difficult to categorise.

* You will still have to run a risk workshop to get consensus on the consequence
and likelihood of risks.

Some practical tips for interviews are given in appendix D.

3.56.3 Risk workshops

The output from a risk workshop is a list of risks, which could hinder the processes or
project being considered, with a measure of their consequence and likelihood.

Risk workshops can be used:
» with the most senior people in an organisation, to get the significant risks.
« with members of a project team, to highlight the risks facing the project.
» with people involved in an audit, to highlight any issues already known.

The advantage of a risk workshop, over interviews of individuals, is that people
interact with each other to produce new ideas. Risks workshops are useful at the
start of audits because they help get ‘buy-in’ from the departments involved.
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Details of how a risk workshop can be run are included in appendix E.

3.5.4 The accounts

We should examine the accounts of the organisation, both the figures and the
surrounding processes with the management concerned.

For each of the headings in the accounts, what represents the significant risks? For
example, in banks these might include the ‘bad debts provision’, but for retailers
these might include the ‘obsolete stock provision’. Don’t only look at figures that
might be unusually high, but those which are unusually low. We might expect these
figures to be checked by the external auditors but the failure of WorldCom, and
others, shows this trust might be misplaced.

3.6 Recording the risks

3.6.1 What we’ve got so far

* A list of risks which are considered significant by the people that own them -
management. Some may have been prioritised in risk workshops.

» A process map, updated from interviews and risk workshops. For example
process 5.1(Raise money) on our original process map (appendix C) has been
raised to 5 (Acquire funding) to indicate its importance. (I've not included an
updated appendix C but the risk register, discussed later, shows the amended
structure).

It will have taken some time, and considerable effort to reach this stage. While some
people will understand the purpose of identifying risk, others will consider it a waste
of time. Getting management to support and contribute to the identification of risks is
one of the most difficult parts of risk-based internal auditing. In addition, our list of
risks will be broad and some may look as if they will never match up to our process
map.

In particular:

» Many risks will focus on new projects which don’t have any processes. These
effectively link up to process 1.3 (Delivery of strategy) but when it comes to
audit planning each project will have to be evaluated to assess its risk.

« Some risks will be very broad covering most, if not all processes. Such risks
include:

« the ability to recruit good staff.
* the lack of contingency plans.
« fraud.

In practice these are included as additional processes under ‘Support’ (5 in
appendix C) but considered for inclusion in all audits. Appendix L gives some
ideas.

We might be tempted at this stage, faced with a pile of risks not easily linked to
processes, to do a quick evaluation to determine the most significant risks, base an
audit plan on these and go and find if there are sufficient controls to manage them.
However this approach has problems:

» We don’t know if the organisation has captured all its risks, and we have a
record of them. While we are unlikely to have the specialist knowledge to
ensure all risks have been captured, linking those which have been identified to
a process map will help us spot obvious gaps.
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* We may plan audits which cover the same processes several times.

» The lack of structure in a list of risks will make it difficult to talk about the audit
plan, and its achievements, to the Audit Committee and other interested
people.

So, we need to allocate the risks which have been identified, to those processes
hindered by them. We then determine the most significant risks, and build the audit
plan to check if these are adequately managed by internal controls.

3.6.2 The risk register

Since risks will have to be scored and sorted, they are best input into a ‘database’.
This can be held in a spreadsheet (for example ‘Excel’), or database program (for
example ‘Access’). We start by putting the process map into the database, adding
risks and scoring them. Appendix F shows part of this database, held on a
spreadsheet, which is known as the risk register. Since each risk is to be scored and
sorted, the processes to which it is attached are repeated in the appropriate columns.
(To view the whole database, download the spreadsheet from www.internalaudit.biz.)
If some risks affect more than one process, they will have to be repeated. (The
advantage of using a proper database is that one risk can be linked to several
processes, as well as several risks to one process. Chapter 9 has links to web sites
of software suppliers.)

As we saw when drawing up the process map, since the aim of the register is to set
up an audit plan, we only have to break down the processes to a level low enough to
identify audits. Hence many processes are only broken down to level 2.

| should also add that the register would be built up over many weeks and be much
more comprehensive than Appendix F. Take it as an illustration, not ‘best practice’!

We could now add those controls we have been told are present and score the
residual risks. (I haven’t done this). It isn’t essential, as we will have to verify the
proper operation of the controls as part of our audit work.

3.6.3 Updating the register

Since management is accountable for the control of risks, the register is effectively
owned by the managers. They should agree to its content and scoring. They should
be involved in regularly updating it with new risks, removing those no longer in
existence and re-scoring risks, where necessary.

3.7 Life in the real world

3.7.1  Levels of risk maturity

In the real world we may not get the opportunity to influence the compilation of the
risk register. If we are lucky, it may be collection of risks put together by managers
who have been properly trained. If we are unlucky we may get a collection of risks
thrown together by untrained managers who want to get on with their ‘real’ jobs. The
degree to which the organisation understands risks and has implemented risk
management is known as its risk maturity.

The IIA — UK and Ireland publication on ‘Risk Based Internal Auditing’ (link in chapter
9) defines five levels of risk maturity: risk enabled, risk managed, risk defined, risk
aware and risk naive. Since the effectiveness of RBIA revolves around a reliable risk
register, we need to understand the characteristics of each type, and then decide
where our organisation fits!
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Risk enabled: (Risk management and internal control fully embedded into the
operations).

An understanding of the management of risk and the monitoring of controls
will be very sophisticated in this organisation. A complete risk register will be
available for audit planning. Confidence in the risk management process
should enable a range of auditing techniques to be used, from checking the
management of individual risks, to those affecting a complete subsidiary.
The emphasis of the audit work will be that the risk management processes
are working properly, in particular, that key risks are reported to the board
and that monitoring of controls by managers is operating. If weaknesses are
found, it is unlikely that a recommendation from the internal activity will be
necessary, since management will know the action to be taken.

Risk Managed: (Enterprise-wide approach to risk management developed and
communicated).

Similar to the risk enabled approach. It may be necessary to facilitate
management’s proposed action where weaknesses are found.

Risk defined: (Strategies and policies in place and communicated. Risk appetite
defined).

While most managers may have compiled lists of risks, it is possible that
these will not be assembled into a complete risk register. The internal audit
activity will act as a consultant to facilitate the compilation of a complete risk
register from lists risks already compiled by managers.

The quality of risk management may vary across this type of organisation.
Any individual audit therefore will have to place emphasis on understanding
the level of risk maturity in the areas being audited. Where risk management
is poor, we will have to facilitate the identification of risks, using workshops
and interviews. It is probable that some consultation work will be necessary
to advise managers what action to take where weaknesses are found.

Risk Aware: (Scattered silo approach to risk management)

No risk register will be available, only a few managers will have determined
their risks. We will act as a consultant to undertake a risk assessment (in
conjunction with management) to determine the work required to implement
a risk framework that fulfils the requirements of the board. Using the key
risks agreed with management, an audit/consultancy plan will be generated
which aims to provide assurance that risks are being managed, or advice as
to how to respond to them.

Risk naive: (No formal approach developed for risk management).

As with the risk aware organisation, it will be necessary to promote, or
provide consultation on, the establishment of a risk management framework
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3.7.2 The impact of risk maturity

If our organisation is only risk aware or risk naive, there are some unpleasant
consequences:

 For organisations that are subject to regulations concerning the adequacy of
risk management, the level of risk maturity in risk aware and risk naive
organisations is not acceptable, and we should report this to the audit
committee.

« If our organisation has this level of risk maturity, we don’t have a reliable risk
register and, | would argue, we cannot therefore implement RBIA. Some would
disagree, believing it is possible to use RBIA, based on the internal audit
activity’s own analysis of risks. This is a very dangerous approach, not only are
internal auditors unlikely to be able to produce the comprehensive risk register
necessary but it only encourages management to continue believing that
internal auditors own the risks!

* Risk driven individual audits are possible. These rely on risks being determined
as part of the audit work and require management training and risk workshops
to determine risks in the areas being audited. The internal audit activity should
not determine risks without management involvement, nor maintain their own
list of risks. This will only reinforce management’s belief that internal audit are
responsible for risk management.
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4 RBIA - the foundations

4.1 What is risk based internal auditing?

| don’t think risk based internal auditing is different from internal auditing. Or, in other
words, internal auditing is the same as risk based internal auditing and should use
the RBIA methodology.

This is a very controversial statement, as it implies that all the other methodologies
used by internal audit activities should be replaced - and that includes all those
standard audit programmes. There is more on this argument in the section on the
impact of RBIA.

Let’s return to the definition of internal auditing:

Internal auditing provides an independent and objective opinion to an
organisation’s management as to whether its risks are being managed to
acceptable levels.

4.2 The organisation’s requirements
The definition of RBIA requires that the organisation:

« Knows all its significant inherent risks, that is, all those above its risk appetite.

» Has evaluated these risks so that they can be prioritised in order of the threat
they represent.

» Has defined its risk appetite such that inherent and residual risks can be
evaluated to determine whether they are above or below it.

These requirements imply:
e That the board has set appropriate policies on internal control.
« That the board has approved the risk appetite.

« That the management has been properly trained to identify and evaluate risks,
and to design, operate and monitor the system of internal control which
implements the policies adopted by the board.

If we haven’t been involved in the process of compiling the risk register, one of our
first jobs is to audit it for completeness and accuracy.

4.3 The RBIA stages

RBIA is all about providing an opinion on whether risks are being properly managed.
So the work we have to do is:

1. Confirm the organisation’s risk register is suitable for us to use as a basis for
planning.

2. Decide those risks on whose management we are to provide an opinion and
when. Group these risks into audits, that is compile the risk and audit universe.
Compile an audit plan, probably annual, for approval by the audit committee.

3. Carry out the individual audits that will provide the opinions. Deliver a periodic
(at least annual) report to the audit committee, and update the risk and audit
universe as necessary
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In practice, stage 1 will need to be done only once, or until we are confident in the
risk register! The universe will need to be regularly updated as risks change and
audits are completed. Stage 2 will be done annually, although the plan will probably

change throughout the year.

We will consider stage 1 in this chapter, 2 in chapter 5, and 3 in chapter 6.
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Fig 3 Stages of an audit
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4.4 The RBIA Documentation

We’'ll deal with the detail later on, but it’s useful to consider the overall methodology
at this point. There are two documents which drive the methodology detailed in this
book:

441 The risk and audit universe (RAU)

This is an extension of management’s risk register and is best kept as a database,
either on a spreadsheet (for example Excel), a database (for example Access) or a
database especially for the purpose (see chapter 9 for suppliers). The RAU contains

» The risks that management has identified, and their score.
* The processes, and possibly objectives, that the risks threaten.
* The owner of the risk.
» The audit that provides an opinion on the management of each risk.
* Details of the last and next audits.
* Details of controls managing the risk.
Since a database can be sorted, it is possible the produce reports showing:
¢ Audits in the current audit plan

 Risks, in order of the processes they threaten. This assumes processes are
uniquely numbered as has been done in the examples in this book

* Risks, in order of their significance, using the inherent risk score.

* Many other reports, including those showing resources, depending on the data
held.

For an example, see appendix H in the spreadsheet downloadable from
www.internalaudit.biz

442 The audit database

It would be theoretically possible to include all the organisation’s risks in the RAU but
this would usually result in a huge database that is difficult to manage. One of the
advantages of using special software is that it is capable of recording all the risks.

The solution to this problem is to set up a separate database for each audit. This is
similar in layout to the RAU but shows more detailed processes and audit tests and
results. It links in with the RAU by incorporating the high level processes and risks
that are relevant to the audit. There is therefore an ‘audit trail’ from the audit to the
RAU. For an example, see appendix K in the spreadsheet downloadable from
www.internalaudit.biz.

Since this database holds most of the information relevant to an audit, it replaces
much of the documentation necessary and links in with the audit report.
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4.4.3 Other important documentation

The Report to the audit committee summarises the results from the individual audits
and is derived from the RAU.

The Audit Report presents the results of an individual audit and is derived from the
audit database.

444 Summary

The diagram below summarises the important documentation and shows the ‘audit
trail’ that RBIA provides. It makes it possible to see how any individual test relates to
the overall opinion provided to the audit committee and allows this opinion to be
easily justified, right down to individual tests.

risk and audit
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| | | [ I
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Fig 4 Audit documentation
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4.5 Stage 1 - Reliability of the risk register

4.51 Objective of the stage

We now need to demonstrate that risks above the risk appetite have been identified
and correctly evaluated by management in order to assess whether the risk register
can be used as the basis for the RAU and audit planning.

4.5.2 Internal audit work

» Discuss the understanding of risk with the board and senior managers.
Determine what has already been done to improve the risk maturity of the
organisation such as training, risk workshops, questionnaires about risks and
interviews with risk managers.

» Ask for documents which detail:
» The objectives of our organisation.

« The methods to be used by managers to determine the significant risks
that threaten the processes for which they are responsible.

» The scoring system to be used for assessing the significance of risks.
Ideally this will include values for a ‘consequence’ scale.

« The board’s statement of risk appetite.

» How a consideration of risk is to be embedded into management’s
decision processes, particularly project management.

« Our organisation’s risks, preferably structured in some way which enables
an opinion to be made as to how complete they are (the risk register).

« Examine the documents, check that procedures are adequate and have been
followed, throughout the organisation.

* The IIA-UK and Ireland Guidance An approach to implementing Risk Based
Internal Auditing has a very useful appendix A which shows criteria and tests to
assess the level of risk maturity.

4.5.3 Opinion
Reach a conclusion as to the suitability of the risk register as a basis for audit plans.

« If it can be used, with minor improvements if required, ask management to
make these.

« If it cannot be used for all, or parts of, the organisation, we decide on whether
we are willing to facilitate improvements. We report to the audit committee that
there is no complete list of evaluated risks and discuss other strategies for
selecting areas to audit.

4.6 Stage 2 - Compiling the risk and audit universe and audit
plan

4.6.1 Objective of the stage
» To decide which risks should be included in the audit plan

» To allocate risks to the audits that will provide an opinion on their management.

©David M Griffiths 30 January 2006 30



RBIA - the foundations
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Fig 5 Processes involved in Stage 2

4.6.2 Which risks?

Where risks are to be terminated, transferred or tolerated, a conventional audit will
not necessarily be appropriate. Our next stage is therefore to filter the risks as
follows:
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 The risk is within the risk appetite of the organisation and requires no further
work.

« Management consider the risk cannot be bought within the risk appetite, and it
will be tolerated. If contingency plans are required, we do not filter out the risk,
in order to ensure the plans are audited.

» Management have transferred the risk, for example by insurance. An audit may
still be necessary to ensure all the risk has been transferred. For example that
insurance covers all the risks management believes it covers.

* Management will terminate the risk. There may be a need to keep this risk
within the audit plan, to ensure that any risks arising from the termination are
being managed.

» The risk is being examined by a third party (external auditors, quality control,
health and safety), who may provide assurance directly to the audit committee,
or through internal audit, or through another function (director of governance,
for example). The organisation’s overall strategy on assurance should provide
guidance.

* The risk was being managed within the risk appetite, as evidenced by previous
audit work. Taking into account the risk evaluation, audit results, management
monitoring of controls, changes in the area concerned, and the time since the
last audit, internal audit can provide assurance that risks will remain within the
risk appetite, without doing any audit work. A date outside the plan may be
recommended for the next audit.

The remaining risks are those on whose management an opinion is required and
these will form the basis of the audit plan (stage 3). These risks, and those filtered
out, will be included in the report to the audit committee, so they are aware of how all
the risks are being managed.

4.6.3 Grouping risks into audits

We now have a risk register from management (Appendix F) that we can use for the
basis of our audit plan. It shows processes, with the risks that hinder them and a
score attached to the risk, indicating its significance. (Notes at the end of the
appendix provide more details on scoring).

At this stage we could sort the database by risk score to find the most significant
risks. However, this will split up the processes so it is useful to group those risks and
related processes that will be included in the same audit (I've just used letters — you
can be more sophisticated).

The grouping of risks into one audit will depend on:

» The length of time, and resources we want to devote to any single audit (the
more processes, the longer it will take).

« The people we wish to interview as part of the audit. (If we are to arrange
meetings with many people, we might as well include as many relevant
processes as possible).

» The location of the audit. If we are going to Africa, we want to include all the
relevant risks and processes.

An alternative method favoured by some organisations is to list out all the possible
audits (the Audit Universe) first and then link risks and processes to them. This is
particularly useful if the organisation has many off-site operations and wishes to audit
each one as a unit. If this methodology is used, it's important to check that all risks
are being covered by at least one audit.
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Whichever method we use, the risk register will now show the audits that will check
their management (appendix G). The advantage of recording the risk and audit
universe by having one line for each risk is that we can sort it by process (sort by
columns L1 then L2 then L3) or by adjusted inherent risk score (column S) or in other
ways, as we require. (If you need more information look at the ‘Managing lists’
chapter in the Excel help menu). We can sort the database by the adjusted inherent
risk score to give us a long-term plan of the risks on which we will eventually have to
provide an opinion.

So we now have a list of risks and the audits (denoted by a letter) that will check the
management of those risks (appendix G). This is the start of the risk and audit
universe that we use as the basis for all our audit work, including the annual plan.

The risk and audit universe attached to my other book on implementing RBIA is
basically the same as in this book but has additional columns for how the risk is to be
treated and the audit action to be taken.
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5 Compiling the annual audit plan

5.1 Objective of the stage

To produce a plan showing:
* Which audits will be carried out.
* When they might be carried out.
» How long they are expected to take (days).
» Which risks and related processes will be included in each audit.
* Who might staff the audits.
The plan will become ‘less definite’ depending on the length of time to the audit.

5.2 Why an annual plan?

I've heard the proposal that there is no need for an annual plan — since in practice,
we can’t plan in detail that far ahead. Thus we could work down the risks in the risk
and audit universe and build these into a detailed quarterly audit plan. There are
however reasons for an annual plan:

« Our organisation’s senior management (board, trustees) may require a plan to
use as a target for the internal audit activity.

» The Turnbull Guidance requires an annual assessment (para. 27) to ensure
that the board has considered all significant aspects of internal control for the
year under review. This implies that the annual plan should contain audits
which enable the board to make its public statement.

5.3 When to audit?

Is the management of every inherent risk above the risk appetite to be checked every
year? Do we have to cover every risk in the first year of setting up RBIA? For most
organisations this would require a large number of auditors, so a compromise has to
be found.

One possibility is to use our matrix (below). At the start of RBIA we would aim to
audit the management of ‘red’ risks is the first year, ‘yellow’ risks within two years,
‘light green’ within three years and ‘green’ risks never. We can only use this
methodology if we are confident in the scoring of the risks.
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Fig. 6 Grid for the frequency of audits

It's not ideal. Although it’s simple, it reminds me of ‘cyclical’ auditing, which RBIA is
trying to move away from.

5.4 Which audits?

If we don’t use the cyclical method above, do we work down to the bottom of the risk
and audit universe, before going back to the top, or do we re-audit the controls over
‘high’ risks before auditing some of the ‘low’ risks? Our decision depends on:

» The inherent risk score (significance).

* When the audit was last completed.

* The results of the audit.

« The risk level above which the audit committee want our opinion.

We can apply a factor to the risk score, based on the other two. For example:
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(Audit result: green = risk is controlled, amber = risk is partially controlled, red = risk
is not controlled)

So, if the risk has a score of 12, was audited in 2002 and found not to be controlled
(red), it would be scored with a significance of 12*0.75 = 8 when drawing up the 2006
audit plan. (Please bear in mind that | devised this method while eating my lunchtime
sandwich —it's only a suggestion!)

So, we take the risk and audit universe (RAU) (appendix G) we have so far, add
details of previous audits to it, and apply the factor to give us the adjusted score for
the year, 2006 (appendix H). This is a more sophisticated system than the cyclical
method and does have the important advantage of taking into account the results of
the last audit. At this point we now have a means of sorting the RAU by the adjusted
inherent risk score to give us risks in order of priority for an opinion on the
effectiveness of their management.

We just need to know the value of the adjusted inherent risk score above which the
audit committee require an opinion as to the risk’'s management. This might be the
risk appetite score (which we have taken as 4 or below for ‘acceptable’, that is no
audit required). If we ‘draw’ a line above the scores of 4 and below, any audit above
this line should be included in the annual plan. Some audits may involve risks above
and below the line and we can decide whether to include these, or not.

In order to uniquely identify a specific audit, an audit number is added from the top
(starting from last year’s last number) and put against each risk in that audit letter. An
alternative numbering method would be to use the audit letter and year of audit as
the identifier (For example, D2004). It is at this point that we might wish to omit the
lower scored risks from audits. If we were using a proper database (as opposed to a
spreadsheet) we could link details of the audits carried out to the proc